IIpaBuia cepBuca / Ilosib30BaTesibCKOE COrJIANICHUE

1. O01mue noJ1okeHus

1.1. Hacrosiee nosp3oBaTenbckoe cornamienue (nainee — «CornameHuey) peryjinpyer
MOPSIOK ¥ yCIIoBUs ucnonib3oBanus cepprca NOX (manee — «CepBuHc»), BKIIIOUas BeO-
caiit, Tenerpam-60ot (nanee — «boT»), MoOMIBHOE MpunoxkeHue (Hanee — «[Ipunoxenue»)
U BCE COITyTCTBYIOLUE MPOAYKTHI U YCIYTH.

1.2. Ucnonb3ys CepBuc, BbI IOATBEPAKAAETE, UTO O3HAKOMJIIEHBI C YCIOBUSIMH HACTOSIILETO
Cornamenus, TOHUMaeTe UX U 0€30rOBOPOYHO MPHUHUMAETE.

1.3. Ecii BBI HE COIVIACHBI ¢ KAKUMHU-JIM00 MoJioxkeHuamu CorraneHus — HeEMEUIEHHO
IIpeKpaTuTe ucrnoiab3oBanue Ceppuca.

1.4. Hacrosimee CorunarnieHue siBisieTcsi myoauuHoi opepToit B COOTBETCTBUU C
IPaX1aHCKUM 3aKOHOJATEIbCTBOM.

2. Onucanue ycayr

2.1. CepBuC IpeOCTaBISIET AOCTYI K MH(QOPMAIMH O JIIOASIX, TPAHCIIOPTHBIX CPECTBAX,

OpraHu3aIMsIX U IPYTUX 00BEKTaX, MOJTYYEHHON U3 OTKPBITHIX HCTOYHHUKOB.

2.2. Uudopmanus npeaocTaBIseTCs] UCKIIOUYUTEIBHO B 03HAKOMUTENIBHBIX U aHATUTHYECKUX
LEJISAX.

2.3. CepBHC HE SIBJISETCS ONIEPATOPOM IEPCOHAIBHBIX TAHHBIX B TOHUMAaHHUHU JEUCTBYIOLIETO
3aKOHOJATEIhCTBA, @ OCYIIECTBIISIET arperalfio U CTPYKTYPUPOBAHUE TAaHHBIX U3 PA3TUYHBIX
HCTOYHUKOB.

2.4. M5l He rapaHTHpyeM a0COTIOTHYIO TOYHOCTb, TIOJTHOTY HJIM aKTYaJIbHOCTh CBEICHUH 1
HE HECEM OTBETCTBEHHOCTH 3a UX BO3MOKHOE UCKa)KEHUE UJIH yCTapeBaHUE.

2.5. CepBucC HE IPEIOCTABIISET IOPUANIECKUE, PUHAHCOBBIC WU HHBIE KOHCYIhTAIIMOHHBIC
YCIIyTH.

3. [Toan30BaTEABCKHE JaHHbIC

3.1. IIpu ucnonb3oBanuu CepBHca BbI MOXKETE MIPEAOCTABIISATH ONPEIECIICHHBIE
NepCOHAJIbHBIC JaHHbIe (KOHTaKTHAs HH(opMarus, jJoru, ID u np.).

3.2. M1 06s13yemcst 00pabaThiBaTh Ballly JaHHBIC B COOTBETCTBUU C IMTOJTUTUKON
KOH(HUIECHIINATLHOCTH U IPUMEHUMBIM 3aKOHOIATEITLCTBOM.

3.3. Ilonp30BaTenb HECET OTBETCTBEHHOCTD 32 JIOCTOBEPHOCTh M aKTYyaJIbHOCTh
MIPEOCTABISIEMBIX TaHHBIX.

3.4. AnMuHUCTpaMs MOKET BPEMEHHO OTPaHUYMBATh WM PUOCTAHABINBATH JIOCTYII
MIOJIb30BATENS B LENAX 0€30MaCHOCTH, TPOBEPKH MOI03PUTENBHBIX ICHCTBHIA WIIN
COOJIIOICHNS 3aKOHOJaTEIbCTBA.



4. OrpaHuqune OTBETCTBCHHOCTH

4.1. CepBHC MPEAOCTABISIETCS «KaK €CTh» (as iS), 03 KaKuxX-Tu00 TapaHTHil.

4.2. AIMHHHUCTpAIs He HECET OTBETCTBEHHOCTH 3a MPSIMBIE MM KOCBEHHBIE YOBITKH,
ITIOHECEHHBIE N10JIB30BATEIEM B PE3YJIbTATE UCIIOJIb30BaHUS WIM HEBO3MOKHOCTH
ucnosab3oBanus Cepsuca.

4.3. MslI He rapanTHpyeM OecriepeOoiiHy o padoTy, OTCYTCTBUE OMIMOOK MIIM OCTOSHHYIO
noctynHocts CepBuca.

4.4. Ilonp30BaTesIb CAMOCTOSATENBHO HECET OTBETCTBEHHOCTD 3a IIOCIIEACTBUS
MCTIOJIb30BAHUS MOTY4YeHHOW HH(POPMALIMH, BKIIFOYasi BO3MOXKHBIE I0PHIUYECKHE,
peryTalroHHbIE U (PMHAHCOBBIE PUCKH.

5. IIpaBusIa HCHIOJIB30BAHUS
5.1. 3anpemaercs ucnosnb3oBarb CepBUC 1IA:

® 1t00BIX JIEHCTBUIA, HAPYIIAIOIIUX 3aKOHOJATEIbCTBRO;

® TIOJIyYCHUsI, pPACIIPOCTPAHCHHUS UJTH MCTIOJIb30BAHMSI IEPCOHATBHBIX TAaHHBIX TPETHUX
nui 0e3 UX COrjIacus;

® [IPOBEJCHUS IIOMCKOB B MHTEPECAX MOLICHHUYECKUX, IPECTYIHBIX WIM UHBIX
HEIIPaBOMEPHBIX LENEH;

® MCKpEIUTALUH, HIaHTaXa, yIrPO3 WU TPABJIM TPETHUX JIUIL.

5.2. ampenieHo 1000e BMEmaTensCTBO B padboTy CepBrca: B3IoM, MOAM(UKALIKS KOJa,
TECTUPOBAHUE YSA3BUMOCTEH, UCTIOIh30BaHNE HeOpUIMaNbHbIX API 1 aBTOMaTH3UPOBAHHBIX
CKpHUIITOB 0e3 coriacus aAMUHUCTPALHH.

5.3. [Ipu oOHapykeHUU OMIMOOK WU YSI3BUMOCTEH, MOJIH30BATENb 00s13aH HE3aMEITTUTEIILHO
cooOumTh 00 3TOM Ha support@nox.info.

5.4. ADMUHHUCTpAIUsl UMEET MPaBO MPUOCTAHABINBATH PA0OTy OTACTBHBIX (YHKITUI HITH
YUYETHBIX 3amuceil 0e3 MpeaBapuTEIbHOTO YBEIOMIICHHUS TIPH MTOI03PEHUH Ha
37I0YIOTPEOICHHS.

5.5. AnMuHUCTpaIus 00s3yeTCs BBIILIATUTH ICHE)KHOE BO3HATPAXK/ICHUE 32 HAlICHHBIC
ySI3BUMOCTH U OIIUOKY B paMKax MOJIMTUKH “bug bounty”, mogpoOHee
https://nox.info/documents/bug_bounty_rules.pdf.



mailto:support@nox.info
https://nox.info/documents/bug_bounty_rules.pdf

6. OcHoBaHus AJ1s1 0JIOKHPOBKHY aAKKAyHTa

6.1. Yrpo3bl, maHTax, OCKOPOJICHUS TN TUCKPEIUTALUS aIMUHUCTPALINH.

6.2. Ucnionb3oBanue nHpOpMAIMK CEPBUCA B IPOTUBOIIPABHBIX LEIISX.

6.3. Hapymenue cradmibHOCTH paboThl CepBrCa WIN MOMBITKUA 00X0/1a TEXHUYIECKIX
OTpaHUYCHUH.

6.4. [IpoBenenue ayauTa 6€30MacCHOCTH 0€3 COTJIACOBAHMSL.

6.5. MHOTOKpaTHBIE 00paIeHUs O CKPBITUN COOCTBEHHBIX JTaHHBIX.

6.6. IloiydyeHune BBITOBI 32 CYET FKCIUTyaTalluy 0aroB MU OMIMOOK CUCTEMBI.

6.7. MOIIEHHUYECTBO C MOATBEPKICHUAMU OIUIAT ((PaJbIINBbIC YEKH U T.II.).

6.8. nunuupoBaHue 3arpocoB OT TOCOPTaHOB B OTHOILIEHUH MOJIb30BaTENEH UIH
aJIMUHHUCTPALIUH.

6.9. Hapymenue ycnoBuii peepaibHOM MPOrpaMMBl.

6.10. Perucrpanus HECKOJIbKUX aKKayHTOB JUIsl 00X0/1a OTpaHUYCHUN MU TTOTy4EHUS
MIPEUMYIIECTB.

7. IllapTHepckas mporpaMmma

7.1. 3anpemiaeTcst perucTpamus U UCMOJIb30BaHNE COOCTBEHHBIX HITH CBSI3aHHBIX aKKAYHTOB C
LIEJIbI0 TIOJYUYEHHS BO3HATPaXkICHUH.

7.2. AAMUHUCTpAIHsI KUMEET MPABO aHHYJIUPOBATh BO3HATPAXKICHUS, €CITU OyIeT
YCTaHOBJIEHO, YTO aKKayHThI B3aUMOCBsI3aHbl (oquHakoBbie [P, ycTpoiicTBa, moBeaeHue,
TJIATe)KHBIC IAHHBIE).

7.3. YcnoBusl BIBOAA CPEACTB ONPEIENIAIOTCS YPOBHEM aKTUBHOCTH NPUTJIAIIEHHBIX
II0JIb30BAaTENEH.

ITpu cymme BoiBoz1a 10 50.000 py6uieit - CMCOK MpUTTIAIIEHHBIX JHIL JOJDKEH COCTABIATh OT

15 nonb3oBatTenel, pu 3TOM, Kaxk bl MOJIb30BATENb JOHKEH CIENaTh 3a1poc;

ITpu cymme BriBozia ot 50.000 o 100.000 py6ueii - CHMCOK MpUTIAIIEHHBIX JHIL JODKEH
cocTaBiATh OT 30 MOoab30BaTENEH, IIPU ATOM, KaX/IbIH 110J1b30BATENb JODKEH CAEIATh
3a1poc;

ITpu cymme BriBosia ot 100.000 1o 250.000 py6meii - ciicok NPpUrIaIeHHbIX JIUL T0JKEeH
cocTaBysATh 0T 70 monb30BaTenei, Ipu 3TOM, KaxX bl MMOJIb30BaTEIb JOIKEH CIENaTh
3a1poc;

ITpu cymme BriBosia ot 250 000 mo 500 000 py6meit - ciucok NMPUTIAICHHBIX JIUL T0JKEeH
coctaBisaTh 0T 100 mosib3oBaTenei, mpu TOM, KaXkIbli M0JIb30BATENb JI0JKEH ClIeIaTh
3a1poc;

ITpu cymme BriBoza ot 500 000 go 1 000 000 py6seit - cMCOoK MPUTTAICHHBIX JIUILL TOJKEH
cocTaBiATh 0T 150 mosib30oBaTeNe, Mpu TOM, KakIbli M0JIb30BaTENb IOJKEH ClIeIaTh
3a1poc;

ITpu cymme BeiBoga ot 1 000 000 - cricok npUriIaleHHbIX JIUL JOJKEH cocTaBIATh oT 200
I10JIb30BATENEH, IIPU 3TOM, KayKJbli N10JIb30BATENb TOJIKEH CIIENaTh 3alpoc.

JIMMUTBI yUYUTBIBAIOTCS HA 00K OanaHc BbIBO/A pedepalbHBIX CPEACTB UM HA



pedepanbHbIii OaaHc, BBIMOJHEHHBIHN 3a KaleHIapHbIi Mecsl. pobnenue cymm aiis o0xona
IIPaBUJI - 3aIPELLEHO.

7.4. Ucnonb3oBanue VPN, npokcu, aHTUAETEKT-Opay3epoB WIN APYTUX CPEACTB
MAaCKHUPOBKU MOXKET MPUBECTH K OJIOKUPOBKE aKKayHTa M aHHYJIMPOBAHUIO OOHYCOB.

7.5. AIMUHUCTpaNMs OCTaBJISIET 32 COOOM MPaBO M3MEHATH UJIH MIPEKPAIIaTh ICHCTBHE
porpamMMbl 0e3 IpeaBapUTEILHOTO YBEJOMIICHHUS.

8. U3meneHus M yBeIOMJICHUSA

8.1. AnMuHHCTpanus BIpaBe U3MeHATh ycnoBus CornameHus, Tapudsl, CTPYKTYpy CepBHCa
WIN OTJeNbHbIC QYHKINU B JII000E BpeMsl.

8.2. VI3MeHeHus BCTyNaroT B CHIIy ¢ MOMEHTa IyOIMKaluy HOBOM pellakliuy Ha caifTe.

8.3. IIponomxkenue ucnonpzoBanus CepBrca 03HaYaeT coriacue ¢ 00HOBIEHHBIMU
YCIIOBUSIMHU.

9. Pa3pemieHue criopoB

9.1. Bce criopbl 1 pa3HOTIacHsl peIaroTcsl yTEM IEPErOBOPOB C aIMUHUCTPALUEH.

10. 'apanTHiiHbIe CIy4an U BO3BPAT CPeACTB

10.1. TTonb30BaTens UMEET MPABO 3aMPOCUTH BO3BpAT cpeAcTB Ha Oananc CepBuca, eciu
MIOJTyYCHHBIH OTYET HE COAEPIKUT NaHHBIX HU M3 OJHOTO UCTOYHHKA U CIIMCAHUE MTPOU3O0IILIO0
OLIMOO0YHO.
10.2. Bo3BpaT cpeACTB OCYIIECTBISIETCS TOJIBKO MOCIIE IPOBEPKU 3aIIpOca aIMUHUCTPALUEH.
10.3. Bo3BpaT BO3MOKEH UCKIFOYUTEIBHO B BUJIE 3aUHMCIECHUS CYMMbI Ha BHYTPEHHUN
OayaHc MOJIB30BATEINSI, €CIIM HHOE HE TPEAYCMOTPEHO PEeIICHHEM aJIMUHUCTPAIIHH.

11. KonrakTHas uHdopmanus

ITo Bcem Bompocam, CBA3aHHBIM C UCTIONb30BaHueM CepBuca, oOpalaiiTech Ha
support@nox.info unu B 4aT MoAEPKKHU (U1 TOr0 HYKHO aBTOpu30oBaThcs B CepBuce).
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